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. SQL Injection

. Cross Site Scripting (XSS)

. HTTP Response Splitting

. Command Injection

. Path Manipulation

. Cross Site Request Forgery (CSRF)
. Password Management

. Race Conditions

. Error Handling
10.Misconfiguration
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SQL Injection &k i 48
[X]7F % 2B FSQLARNE (8% F 8 494> %)

string userName = ctx.getAuthenticatedUserName () ;

string query = "SELECT * FROM items WHERE owner = "

""" 4+ userName + "' AND itemname = "

"' 4+ TtemName.Text + "'";

‘or '1'="1
sda = new SqlDataAdapter (query, conn);
DataTable dt = new DataTable();
sda.Fill(dt);
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3¢ 7 SOL Injection &iF e% > 8 /2

[VIF 2enBi2 (ER&* S8 SQL #Fi2 )

string userName = ctx.getAuthenticatedUserName() ;
conn = new SqlConnection( ConnectionString);
conn.Open () ;

SqlCommand query = new SqlCommand (
"SELECT * FROM items WHERE itemname=@TtemName
AND owner=@OwnerName", conn);

'or'1'="1
query.Parameters.AddWithValue ("@ItemName", ItemName.Text) ;
query.Parameters.AddWithValue ("@OwnerName" , userName) ;

SqlDataReader objReader = objCommand.ExecuteReader() ;
ERTH
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SQL Injection F* %g

W i3t iR % 2ER S O

objcon.Open()
sqlstr ="Insert INTO [Announcements] (Title, Content, Creator, CreateTime) “
sqlstr = sqlstr & " Values( @parameterl , @parameter2 , @parameter3 , @parameter4 )“

conn = New SglCommand(sqlstr, objcon)

conn.Parameters.Add(" @parameterl”, SqIDbType.NVarChar,20).Value =institleTextBox.Text
conn.Parameters.Add(" @parameter2", SqlDbType.NVarChar,100).Value = InsertHtmIEditor.HTML
conn.Parameters.Add(" @parameter3", SqlDbType.NVarChar,10).Value = uid

conn.Parameters.Add(" @parameter4"”, SqlDbType.DateTime).Value = GETDATE()

cnt = conn.ExecuteNonQuery()

@ s BfRT

[Stepl] : B A 4p4cenF B 32 5 @ parameterl ~ @ parameterN
[Step2] : # * conn.Parameters.Add(@ parameterl ~ N)
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MS Help .Net Parameter 8 ;* ¢ Sample Code

BEO ®EE ®BRY IE{I:- REW HBH
05 0 0 2 G A @nro - AREE b7 GREC DREAR | F « G| 2 MsONREM A o

ERE(:

| MET Framework
(L)
| Parameter ¥t

parameter arrays

arg - -
Parameter 5| RURI|RES

Parameter $2{%

Parameter 3857

Parameter 1881 + ik

Parameter 358l * FRERES

Parameter 157 + BiEE

Parameter #8381 * Bk Parameter 355

Parameter #55l] * B

Parameter B

Parameter Clone J5iE
Parameter.ConvertEmptyString ToMNull B
Parameter.DefaultValue B

Parameter.Direction BH

Parameter Evaluate ik

Parameter.|Cloneable. Clone BIEFIERTHE
Parameter.|StateManager.IsTrackingViewState BAR
Parameter. |StateManager. LoadViewState BIFEEE
Parameter |StateManager. SaveViewState SBREEIE—
Parameter.|StateManager. TrackViewState BIRERT%
Parameter.lsTrackingViewState Bl
Parameter.LoadViewState 53k

Parameter Name J&

Parameter OnParameterChanged 53
Parameter.Parameter BHEE
Parameter.SaveViewState J5ik
Parameter.SetDirty HiE

Parameter Size B

Parameter. TeString F5i%

Parameter TrackViewState 15iE

DataAdapter 28 [ADO.HEI]hggg

URL{L): ms-help:/iMSVECCHINIME. MEDNQATR.vE0.cht'wd_adonet’htmlf21e6aba-b76d-46ad-a83e-2ad3elaf1e12.htm

SEENEE VRS 2RET

MET Framework BE A B 51
DataAdapter 2:87 (ADO.NET)
HEl HEER

= §if] SqlClient 8
THEEFINS T ER 0T 37 SqlDatasdapter AT MissingSchemaAction SEEA AddwithikKey * LUEEERE P R EbEEREEE - SelectCommand -

InsertCommand » UpdateCommand F0 DeleteCommand BIECSEEM EREIER SalParameter ¥FENAZE Parameters 55 - HHEEEE SqlDataAdapter
itk -

Visual Basic

BN

Public Function CreateSglDatahdapter( _
ByVal connection As SglConnection) As SglDataldapter

Dim adapter As SglDataRdapter = Hew SglDataldapter
adapter.MissingSchemalction = MissingSchemalction.AddWithEey
' Create the commands.
adapter.3electCommand = New 3glCommand({ _

"SELECT CustomerID, CompanyName FROM CUSTOMERS™, connection)
adapter.InsertCommand = New 3glCommand({ _

"INSERT INTO Customers (CustomerID, CompanyName) ™ & _

"VLALUES (@CustomerID, @CompanyName)™, connection)
adapter.UpdateCommand = New SqglCommand{ _
"UFDATE Customers SET CustomerID = @CustomerID, CompanyName = ™ &

"@CompanyName WHERE CustomerID = BoldCustomerID™, conmection)
edepter.DeleteComnand = New SglCommend{ _
"DELETE FROM Customers WHERE CustomerID = @CustomerID", connection)

' Create the parameters.

adapter. InsertCommand. Parameters.hdd ("ECustomerID”,

e Tl T e | T Toary

Parameter. Type B
Parameter ViewState B
ParameterAftribyte 2581

Fa R - Parame

EE {ii
DataAdapter £8 (ADO.NET) Accessing Data with ADO.NET
SFTESE (ADO.NET) Accessing Data with ADQ.NET




MS Help

. SqIDbType 7| & 3| 4]

B qIDbType FIE R
TRL: ms-help/4S TSCC vE0ME MEDN vBOMS NETDEVFE v20 chioprefd/html/T_Systern_Dats_SqlDbType him

SqIDbType

SqIDh Type ¥IZAUR
SIDbType B

FEdS
RIEED
NS SQLDebungzing 2081

SOLDebugging SOLDebngzing B,
SqlDecimal ﬁ?ﬁ

HE

Fnark e

HEHEW

R SglDecimal 35S

il

il )
SylDecimal Abs 7735
BqlDecimal Add J53%
BqlDecimal AdjustSeale Joik
SqlDecimal BinData B
RyDecimal Cedling 7575
SqlDecimal CompareTo 735
SqlDecimal ComvertToPrecSeals ik
BqlDecimal Dats R
SglDecimal Divide J53E
BqlDecimal Eguals ik
SqlDecimal Floor 353&
SqlDecimal GetHashCode 55k
S Decimal Getfad Type FiE
SqlDecimal Greater Than &
SqlDecimal Greater ThanCiEqual 53k
Gy Decimal TsiTull Rk —
SqlDecimal IsPositive BT
SqlDecimal LessThan i
Sq1Decimal LessThanCrEqual F53E
Sq]Decima.l.MaxPreci&innqi‘Eﬂﬁ
SylDecimal MaxScale i
g1 Decimal Max¥ alue {5
I Decirnal Min¥alue 48
SqDecimal Multiply FiE
Sq1Decimal NotEquals &
S Decimal Hull %ﬂﬁ
RnlDecimal op_Addition F53E
SylDecimal op_Division J53E
SqlDecimal ap_Equality ik

A

.MET Framework 255

5qIDbType 1R H
E ]
CRHEE v ETHRENT : 2B
I RE
EeREH HH
[l BigInt Int64d - 64 LTHFESTRARES (Signed Integer) -
[l Binary AR Byte 89 Array - ZSEEFRIRBENEREEETT » #1ETE 1 70 8,000 {ICiESRS -
E Bit Boolean - T BIAISHE * SSEIETLE 0~ 1 2 Null £8 (Bl Visual Basic /I Nothing) -
@ char String = 3 Unicode FrmBEFEEEE G » $8E1E 1 3 8,000 BF w2/ -
[l DateTime DateTime - BHEEFOREIATEE! - (@86EKE 17535 1 A 1 BRI 9999 & 12 H 31 A » EH¥EE 3.33 &b -
) Decimal Decimal - ElFEFERERD/ I BASISHE » 158 -10 °8 -1 7010 38 -1 7R3
[l Float Double - {#848) + 51B1E -1.79E +308 % 1.79E +308 -
0 Image A3 Byte A9 Array - TRITERIATTER R 0 808k 0 21 2 31 -1 (£ 2,147,483,647) ETA -
A Int Int32 - 32 (U SRAES (Signed Integer) -
@ Money E?Zc_ii_mal - H%EE - 3B -2 5° (= -922,337,203,685,477.5808) B 2 5% -1 (= +922,337,203,685,477.5807) * FRESEWEMHT
[l NChar String - Unicode FRAIEIEREEH + 88 1 2| 4,000 @FmofE -
0 NText String - Unicode EHETTEEEZERF - B 2 20 - 1 (% 1,073,741,823) BFRASAEE -
[ NvarChar String - Unicode FafiTERESHA * 8B 1 2] 4,000 EFLZME - DRTFHAL 4,000 BFT » AFSHRe LN - FERA 4,000
T AT Shet » BHRESR TR -
[ Real Single - ZE48 » S -3.40E +38 3 3.40E +38-
(1 smallDateTime DateTime - BEBFORSRTEH + (BHENE 19004 1 B1 BRI 2079 % 6 A6 B » FEES 1 5% -
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SQL Injection— & * 2 Z ¥ & ;\ g 3®

BASELET S, MRARES
String name = Request[“itemname"] ;

name = name.Replace (Yor", "");

BEXESFHEFEE
itemname = chr(1l1l1l)+chr(114) + ...

l1temname = Convert.ToChar(1lll) .ToString()
+ Convert.ToChar(l114) .ToString()+ ... .
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SQL Injection— i * 2 % H & ;N gaw

BABZLEFTE RRRES

String name = Request[“itemname“];

name = name.Replace (“or", "");

BZEL LR FgeRF2

itemname = " oorr 1=1 "+ ..........
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select * from items where
itemname = @Iltemname And owner=@owner

order by @orderbyoption

B LA A SQLE L

IR FORTFY
11 Gl Feftrae Ferrisoe SOFTWARE




12

int 10rderBy = Convert.Tolnt32(Request[“Orderby”)) ;
if (iOrderBy == 1)
strOrderBy =" order by vendor" ; // i EF&

else
strOrderBy =" order by shipdate,vendor" ;

strSQL = "select * from items where itemname =

@ltemname And owner=@owner " ;
strSQL += strOrderBy ,;
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il 2 EBHAARET N _To S Pattern
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Bh@EAREM X EThRERA AR
int 10rderBy= Convert.Tolnt32(Request[“Orderby”]) ;

&R AETERTHE L X ¥ #15 (Exception)
RGO EARENRE>AEATHEBRTHF$

1l > strOrderby = "order by wvendor"
2 > strOrderby "order by shipdate,vendor"
3 > strOrderby = "order by custom,orderdate"™
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Cross-Site Scripting (XSS)
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Cross-site scripting (XSS) % L #3
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XSS BR G| I RILfptE
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XSS 2T A5l % chidklf =

http:.//www.president.gov.tw/php-
bin/dore2/list.php4?issueDate=&issueYY=&Ilssue
MM=&issueDD=& 1/t/e=%3E%22+%3C/frarme+src%o
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URL it 3 XSS s=#3F 2 + e Google #%
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XSS BB FE 2IEF 3 N

B XSS EFEZEREE>SEFEBRNTUFT R S
B RiTaE A ARS:

(1) ¢ ERE®RE (¥ % HH3:)On Server Side
B titlex2 EREZ2 ¥ LA, 64 titlelength() < 20

2) 7 £2E¥E (2 2HH#37) On Server Side
w]4e o iframe ~ Convert. ToChar(
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D —

¥ bMozilla Firefox
wE T REE @R ERE SEE | THE AW

Tamper Popup

— hitp:#localhostCommerce ATV ogin aspi

T
@' |~ c x (R] I Ij |hﬁp:"l'ﬂ’:"33]h':' FHEEES O Request Header Name | Request Header Valugf | Post Parameter Name | Post Parameter Value \ |
@ RS , WE LR EleinR FHIIDJT‘EH;E Hoat localhost _VIEWZTATE IdDWZI‘]TklMDElMiU?OEWE[
éju {#r5e8 Firefox SR{ESETERENE 7 AT E 10 Wser-4 gent I Mozilla/5.0 {thaws; eiadl I test®d Otest.comm
erceAD/images/ RESHA D Accept | te:-:t."hhnl,app]j;:iinm’x]‘ password | test
SRR AcceptL | zh = LoginF | &6
—_— ceept-Language gh-tw,en-usyy .\en;q= o .
A IS S T e e | D SR S L : e
Tarnper Data AcceptEncoding | ezip,detlste \ LoginBin.y 12
IBurSPy.comM PO

AcceptCharsst | Biig5, -5 =07, %5y

ASP.NET

STARTER
KIT

Keep-ilive | 300

Sign Into Your A

Comnecton I keep-alive

Referer I hitp:ilocalhostiomme

Communications Email

Deception Iﬁt@ﬁt.m

General

Munitions Password
joose

Protection
Tools

Travel

Commerce Starter Kit
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RequiredFieldValidator
RangeValidator

CompareValidator
CustomValidator
ValidationSummary

RegularExpressionValidator

S HEH

@ ReguiredFieldvalidator

@ RangeValidator

@ RegularExpressionValidator
O CompareValidator

@ CustomValidator

@ ValidationSummary

4 BHF ASP.NET EHH

RangeValidator «+;

RangeValidator £5|E&E85EH A (B2 EISEREEE M - RangeValidator {EFf={EF
BHEEERTRME * T MaximumValue BIEEHEEWHIBATR;E - BB EETFETH

THISEFIETER{ER RangeValidator 578 -

C# RangeValidatorl.aspx
G R O 1

MFE Web Form BREERIETHEER G « SRS FRSEMENE N PIREERIEREREE R E) L 516
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ASP or ASP.Net i #* Server.HtmlEncode() %p

LS =

Encoding Mapping <script> alert(“xss”); </script>
< &t
> | &gt; Server.HtmIEncode() IV =
v e &lt;script&gt;

quot; alert(&quot;xss&quot;);
' | &apos; &lt;/script&gt;
& | &amp; HATEEEHE T 3 Rl
<script> alert(“xss”); </script>
o [l FORTIFY




PHP & * Htmispecialchars()

&% E g

Encoding Mapping <script> alert(“xss”); </script>
< &t
> | &gt; Htmlspecialchars()V =
" | fauot: &lt;script&gt;

ames alert(&quot;xssé&quot;);
' | &apos; &lt;/script&gt;
& | &amp; HTETEMF T aReh
<script> alert(“xss”); </script>
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Net $3t XSS sc#H 7 % >~ id

efault aspx*| Defanltasprcs | #B4AH | L BEORE @ ASP Nt EAHBRITERIE X5 AR | |
b1
|k =2
A | fexss Carrefour
TextBox
Button E
LinkButtomn =10l
ImageButton 5}-’ L™ G
A HyperLink FI}FPEI’LhﬂC
=3 DiopDown... www.carrefour.com.tw
=2 LiztBox
CheckBox ' [RB1] <script>document write('<img src =
© = CheckBox... im [CheckBox1] '.'httpﬂww.n'braj}d_com-“customeﬂﬂews— "
T PinkButton ﬁﬂg;yinnsm1?f15341?t}42t}t}334m_1_gﬁ)
'~ RedinBufto... *Button _—
kﬁ Tmage <script>document.write ('<imgy src ﬂ
Imagebdap g e = "http://www.iibrand.com/customer,/news—
Ij Tahle imAames S 2ONAN4TTS15341 704200834710 1 _ifm=) j
!= BulletedList
- HiddenField
S Carrefour (
= [EHB
- Calendar
3 AdRotato —
g F:'leT.TDplus; || CustomerID CompanvName ContactName 5"‘ %ﬂ
¥ Wi BHEE SHERE ENEs -5‘- L
£ Kol EnlEn S E www.carrefour.com.tw
[ MultiView EHEE BErEE EREE -
77 Panel EHERE ERER EHEETS
|| FlaceHolder EHERE BERER BRI
L View EHERE ERER BRI ‘ )
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XSS P REA2 ;% Response.write ()

B A RF SN
#i 1| % T 7 XSS K AZ 0 4r Server.HtmlEncode() % 2 #

o oo
I R Ve I &
e

L
i

LLY
L%

Eesponse.End () ;

LE2
L
gt

LEY  LEX
[ p Y 9
S

B BRFE 2ER DS

Response.Write( Server.HtmlIEncode(strReturn) ) ;

EEE ISR FORTFY
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XSS F %Eit‘ﬁ‘jt‘] !

System.Web.Ul.WebControls.BaseDataL ist.set_DataSource()
B i3 RF S A

> DataList Sg3% & * iRk~ i+ &_ Label 3 XSS R 4%
#IE ¥ &2 HEE Server.HtmIEncode()

PoArrig e N2 - R EERFERIFRAE R L 20
TextBox ~ #

|

=1 A4 8 Label 4pfe R Rk K TR
BorderStyle=""None"" ReadOnly=""True""

(R, FORTEY
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Sample Code

<asp-DataList ID="DataList]" rnat="server" DatakeyField="CustomerID" DataSourcelD="AccessDatadourcel” BordzrWidth="10px" CellPadding="1" GridLmes="Both">
<ItemTemplate~
CustomerID:
<asp:Label ID="CustomerIDLabel" runat="server" Text="<%# Eval("CustomerID") %="></asp:Label*
bt >

CompanyName;
<asp: TextBox ID="CompanyNameLabel" BorderStyle="None" ReadOnly="True" runat="server"
Text="<%# Eval("CompanyName") %="></asp: TextBox>

</TtemTemplate=
</asp:DataList>

R FORTIFY
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HTTP Response Splitting
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Header Manipulation F* 4&

w Addition of unvalidated data to the HTTP header
0 Could result in XSS vulnerabllity

= Browser cache poisoning
L Server cache poisoning

w Consider :

<%
response.sendRedirect("'/region. jsp?
regionCode=""+
request.getParameter("'regionCode™));
%>

R FORTIFY
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Header Manipulation F* 4&

“ An HTTP response would look like :

HTTP/1.1 302 Moved Temporarily
Date: Wed, 24 Dec 2003 12:53:28 GMT

Location: http://120.14.10.16/region.jsp?regionCode=us
Server: Apache 2.049 Fri Jan 2 13:15:34 PDT
Content-Type: text/html

Set-Cookie:

JSESSIONID=alkjwerft345sdf0sd9f8; path=/

Connection: Close

<html><head><title>302 Moved Temporarily</title></head>
<bodK bgcolor="#FFFFFF"">

<p>This document you requested has moved temporarily.</p>
</body></html>

R FORTIFY
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Header Manipulation F* 4&

w Since input for region is not validated

o Attacker could supply

/region. &Og?re 1onCode=ush0d%0aContent-

Length:%200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aContent-
Typ -%20text/html%0d%0aContent-

Length :%2019%0d%0a%0d%0a<html>Got you hacked
mate !</html>

SRR, FORTEY
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Header Manipulation F* 4&

w Since input for region is not validated

Hack ded data

[l FORTIFY
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Header Manipulation F* 4&

Proxy Server

Normal User

AEERRRRERRRATT

==
FiFe

The 2nd
request is due
to HTTP
Response
Proxy server see 2 requests Splitting and
and 3 responses, dropped the is controlled
last response and cached the by hacker
hacker controlled response as

the valid response for 2nd

requests to request

HTTP Server Bl FORTIEY

sisgiiii

L]

Hacker

Hacker send 2




Good news for HT TP Response Splitting

= ASP.NET 2.0

© By default, .NET 2.0 will return 500 and throw exception when there is
"\r\n" in methods that involve HTTP response headers

® You can set “enableHeaderChecking” to false in web.config in order to
disable this protection

= ASP.NET 1.1

W Please apply ASP.NET SP1
W To disable, <httpWebRequest useUnsafeHeaderParsing="true” />

w Tomcat 5.0
W Tomcat will escape “\r\n” you try to add extra HTT
W Tomcat 4.x is vulnerable

P header
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HTTP Response Splitting

i | ISAPI wEe | xB# | = | Bamanw
HTTP &35 =L ASPNET | jsiRseimsses)

T2 T

BERUE: Ic:‘imh\wwvnm‘md:.mﬁg Hot (484)
Group By: IEHUEM&*‘E% hd

-] Command Injection - [6 /6]
#-{"] Cross-Site Seripting - [0/ 197]
E| 1:| HTTFP Response Splithng - [0 35
] Swstem, Web HttpResponse e IR 0SS
-] 0L Injection - [0/ 244]

: ¥ Path Inectin 19 Crenerate Filter. .
et ¥Path Injection - [0 /2] Andit Gide Filters. .
[N AN FORTFY
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Command Injection
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Command Injection %€ > &k F 38

39

string fileLocation = Request["filename"];

Process test = new Process|() ;
test.StartInfo.FileName = filel.ocation;

test.Start () ;

Request['filename”] = del *.* /q
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Command Injection %€ > &k F 38

[VIZ2HEX(ERBLEEER)

int icmdfile = Convert.Tolnt32(Request["filename*]) ;
string filelLocation = “List.exe”

if(icmfile == 1) {filelocation = “Query.exe’”;}

if(1cmfile == 2) {filelocation “Report.exe”;}
Process test = new Process|();

test.StartInfo.FileName = filelocation;
test.Start () ;
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Path Manipulation

e Hacker can control which file to be opened

e Filename: Can be
“c-\data\” + filename . SOIyed_by
filename > ../boot.ini validation

check

e Filepath:
path + “myprog.dll”
Path can be “c:\tmp\hacker upload\”

R, FoRTeY
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Path Manipulation

~Modulel vb
/5 Modulel =lEES
195 Function securePathManipulation(BvVal strPathFile As String) As String
20
21 '%EEH VB Net System Text RegularExpressions Regex #7{&
2| WEMEZEIO , o R
3| EHREECHEIRRZZNHOLEFTREEEED.
24
25 Dim whitelist As String = "[*0-9a-zA-ZV \ -]"
26 Dim pattern As Regex = New Regex(whitelist)
27
28 If pattern.IsMatch(strPathFile) Then
29 1f strPathFile. IndexOf("'\192.168.100.28") = -1 Or strPathFile. IndexOf(" tempPDF ") = -1 Or strPathFile.IndexOf("bPDF"\") = -1 Then
30 Return strPathFile
il Else
32 Return "
33 End If
34 Else
35 Return "
36 End If
37
38 Eeturn strPathFile
39t End Function
40

43
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Cross-site request forgery (CSRF)

/~ Welcome to Citibank - Windows Internet Explorer |:||E”E|

|E||E| the server side |p -|

-

b

—

ey T £ | http: s T e T T ey b

W [%l: E Welcome to ... X IEThﬁewergidem - oy v |:kPage ~ i Tooks - (@ [y BR - i

Logged into a online bank, at the same

Rlch Ba" time, browsing some other web sites
n

Banking Credit Cards Lines & Loans Investing Planning Sic

Sign on to your account

| Choose one W |

Here's an investment & month CD at

you can bank on: )
Certificates of Deposit 4 m %
from Citibank ® APRPY'

Apply for a new account

| Choose one W |

See more from Citi

Link to corporate and small
business services, Citigroup

Carears, prass rEIEEEEE--. {:% AFH OEr* Platnum Sakect Card | 5{'{' thEd'Iﬂ_-Evl
£ | 111 ] >

€0 Internst F 00 v
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Cross-site request forgery

The online bank The bank sends the money Hacker Website
P since this Is a valid request

m?
jl_ ]I-.]I- I ZE(
\ Inside in the page, there is a image

<img src="http://bank.example/transfer?
account=victim&amount=1000000&for=hacker">

The browser will
send the request
to the bank with a
valid cookie.




How to fix : i * ¢ & A 1 38w gisd] %2 2575

T EERR - 3 | & * BpEmn FETTERESEEER 5

SIREENS . [FRERRE
'ﬂﬁﬁ%ﬁ%=|ﬁﬁﬁ%§% A : 0912-245-678
*IEFIE {58 ¢ Iﬁﬁiﬁﬁ?réﬁ H0 = abc@vyahoo .com. b

okl |§§iﬁﬁﬁﬁiﬂfﬂt

LIEMERAE ¢ SEREAL < 2 - IR
[FEENERAS |

=R L

BREE R RS MARSELRE - SEATEE ' SFREER -

, [FORTIFY

A7 w | 2
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Password Management

e Don’t hard code password In source code
» You can’'t change password in the future
~ Pretty easy to decompile and get the password in binary code

e Don’t stored plain text password in config file or
registry key

e DO: store obfuscated password in config file

IR FORTFY
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Password Management: Sample Code

<parameter>

<name>ur l</name>

<value>jdbc:...... </value>
</parameter>
<parameter>

<name>driverClassName</name>

<value>com.oracle. jdbcDriver</value>
</parameter>
<parameter>

<pame>username</name>

<value> MGLQAbYG6ADV49yWAQnaTztr742gG01x= </value>
</parameter>
<parameter>

<name>password</name>

<value> DV49MGLQyWAGAbY601lgQnaTztr742g= </value>
</parameter>

(DSl FORTFY
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Race Conditions
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Race Condition : Multi-Thread

Question: What’s wrong with this code?

public class GuestBook extends HttpServlet

{
public static String name;

protected void doPost (HttpServletRequest req,
HttpServiletResponse res)

{

name = req.getParameter('name™);

out.printlin(name + ', thanks for visiting!");

¥
}

SR FoRTFY
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Race Condition

53

Answer: Hackers will hack...

Retrieve others customer information because value is explicit to hacker

Thread 1 Thread 2 Value in “name”
name = “Dick” “Dick”
name = “Jane” “Dick”->"Jane”

“Jane, Thanks for visiting”| “Jane”

“Jane, Thanks for visiting”

SR FoRTFY
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Race Condition

Answer: don’t use class variable , using local variable

public class GuestBook extends HttpServiet {
-Strreo-rreme
protected void doPost (HttpServletRequest req,
HttpServiletResponse res){

String name = req.getParameter(‘'name™);

out.printin(name + ", thanks for visiting!");

}
}




Race Condition (File)

Question: What’s wrong with this code?

public class TocTou extends HttpServiet

{
public void doGet(HttpServletRequest req, HttpServletResponse

res) throws ServletException, 10Exception
{. . .
File T = new File(C'/tmp/file.txt™);
FileWriter fw |F new FileWriter(f); |
fw.write(msg, 0, msg.length());
fw.close();

T.setReadOnly();
Two users access the same page at the

1 same time. We will still use the same file
} name

[l FORTIFY
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Race Condition

Solution

public class TocTou extends HttpServiet

{
public void doGet(HttpServletRequest req, HttpServletResponse

res) throws ServletException, 10Exception
{. . .
File ¥ = File.createTempFile(*aaa“, “.tmp”);
FileWriter fw = new FileWriter(T);

fw.write(msg, 0, msg.length(Q));

fw.close();

T.setReadOnly();

}

I R, FORTEY
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Error Handling
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Poor Error Handling

Question: What’s wrong with this code?

DataSet dataSet = null;

try {
dataSet = doExchange();

} catch ( Exception e) {

e.printStackTrace(); _
System Information Leak
} (or Empty Catch Block if empty)

Overly broad Catch

EEESSRAN FORTFY
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Poor Error Handling

Dump Exception is not exception handling

DataSet dataSet = null;

Boolean done = false; /—| Retry doExchange() 3 times
for(int 1=0; 1<3; 1++)

try {
dataSet = doExchange();

done = true;
break;

} catch ( Exception e) {
log.warn(““Do Exchange Failéed: ..””);

Systematic logging
framework

}
}

iIT ( 'done ) return false;

for(int 1=0; i<dataSet.size(); i1++) {
DataRow row = dataSet.getRow(l);
¥
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Poor Error Handling

¢ Don’t send any part of the Exception to HTML

#ELE TN | @ http Alocalhosticonumerce & DA0rd exlist asp

/CommerceAD FEFIENHEE4 (AR e iR -

EEETEASE ' GROUP BY x.CustomerID, x.OrderID,
x.ShipDate, y. FullName, z. ModelName' &Z&F575/8% -

TR TER e e e el sl 0 g it A4S DR TR 4e Tl
FAFIEEETE: St Dot St S oapier SURTTER ° CROUS B < Crdarmel, = Ondell), = Ot = Sty Fullserss, © Moddbarss (2 i
- i

HAE{AEHEETVRER » I olRBIFEE LA ERIAIA A FE R ETLIE - S5 & ah - SaiEkils
1. ¥ "Debug=true" }ERFEINNAEEFHRAAENEIRMN - 20 :
<%@ Page Language="C#" Debug="tru=" %=*
=1
. BWTHFIREIASSERAEZESAFEEEN -

=confioaration>
= =ywstem. web=
“compilation delbuag="true=" /=
=S Eystem._ welh
= sconfigaration=

R E: BN EEHIT(AEETL TIREIEEEREINDMETENEE - £ EixhHEEE
EFEHN: THiREEINTHITEREDS SR EIENSCIER FEE - THERITEIEF 2wl - EiE:

[sglExcaption [Gxdl culllmars , 2. Hoda | Rara

sy bar. Catd.S
il o+ P IE0AE

taStraam, Bulkcopys

1g rasstoption
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A better Error Page

/= Error - Windows Internet Explorer

@@ - ?C:'I,Dncuments and SettingsisngtDeskiophError, hkml b |E||E| Live Search |..f:I *l
ﬁ b | @ Error l_l @ - @ - @EEQE*@TQ.;JST @, E} ﬁ . ¥

We encountered a problem while processing your request.

If you need further assistance, please contact our administrator with this number

Tracking TDCEQ76112F-2AB8-4560-876E-B751D6AC051L

Save all data to a file and allow admin to
retrieve by using a UUID

- All HTTP request headers
- Exception details

But beware of your disk space... EY’
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Misconfiguration
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Misconfiguration: Environment

63

<%@ Page Language—"C#" AutoEventWireup=""true"
" Inherits="_Default"

<IDOCTYPE html PUBLIC "*-//W3C//DTD XHTML 1.0
Transitional//EN"
"http://www._.w3.0rg/TR/xXhtml1/DTD/Xhtml1-
transitional .dtd">

<html xmIns="http://www.w3.0rg/1999/xhtml"" >
<head runat=''server'>
<title>Untitled Page</title>
</head>
<body>
<form 1d="forml'" runat="'server'>
<div>
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Value Shadowing F 4%

AN AP RN A ERRIRERE BV ¢ AN 5 X D &AF
HttpRequest#E & #& &34 i@ AR 3V L5 3B~ H ¢
QueryString ~ Form ~ Cookies # ServerVariables & & 132~ % $ceig 4

4= Request[“myParam”]) -

$F - B LAAR R R EPF o NET framwork ¢ @ v & & £ 027 5E A
FERF % - B AR ePHE D QueryString ~ Form ~ Cookies » #X {4
ServerVariables -

F] % QueryStringix3&F "g 5 % A3 0 F] g QueryString £ 8 F 1 B ik
Form ~ cookie % ﬁPR;‘;%&mm o

fr 33 > Form &+ 1Bk CookiesfrServerVariables& & ¢ e »
@ Cookies& & % #ic¥ B~ X ServerVariables=% #c o

(R, FORTEY
65 ol Feffros Femisom ! & SOFTWARE
[




Value Shadowing

66

J > > B v/ A\

7 X > /RER ﬁzmﬁi}\ﬁ%

37 if(!'IsPo=stBack)

38 {

39 string strFunc=(Request|["Func"]=—null?"":Re st["Func™]):
40 string strReturn = ""; //2009/04/21 ﬁlﬁ[ﬁ#ﬁfﬁﬁﬁf—*
41

42 if (strFunc != "")

43 {

44 S BMEETEE //2009/04/23 SIS LS A8 Bidnenory
45 string =trParal;

BATRF T 2R N
>> & PR & LA

strFunc = (Request.Form[""Func”'] ==null? *”” : Request.Form["'Func""]);

strFunc = Request.Cookies ["Func"]
strFunc = Request. ServerVariables ["Func"]
strFunc = Request.QueryString ["Func"];
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